
Show Wi-Fi iface & Status
nm cli connec tion show –active

nm cli device show <iface >

(No te: two dash es) Simple, 
human  r eadable

All d etails (IP, gateway, DNS, 
etc.)

iw dev <ifac e> link
Examp le: iw dev  wlan0 link

Signal, frequency, TX rate, 

etc.

iwconfig

Example: iwconfig

Example: iwconfig <iface>

Legacy method to quickly 

see the current status. If no 

iface is defined, then a ll 

ifaces will be d isplayed.

ip link dev <ifac e>
Examp le: ip link dev  wlan0

ip link show <iface>
Examp le: ip link show wlan0

Displays detailed infor mation 
abou t th e n amed netwo rk 
iface

sudo rfkill list Sh ows wh ether Wi-
Fi/Blu etooth are hardware or 
software blocked

Scan for Wi-Fi Networks
nm cli dev wifi list

nm cli dev wifi list

Lists available Wi-Fi 
networks that is colour 
coded for easier viewing.

Forces Netwo rkManager to 
rescan Wi-Fi

iw <iface> scan
Examp le: iw wlan0 scan

iw wlan0 sca n | grep -e SSID -e 
signal -e fre q

Full raw scan of nearby W i-Fi 
networks.

Filters scan  o utput for 
readab ility

Checking regulatory domain
iw re g get

sudo iw re g set <re gularory 
domain>
Examp le: sudo iw reg set CA
CA = Canad a

Lists wh at r egulatory region 
is set

Changes the regu latory  
domain

Turn Wi-Fi radio on/off
sudo nm cli ra dio wifi off/on

nm cli device disconnect  <iface>

nm cli device connec t <iface >

Turns o ff or on  all W i-Fi ifaces 
(Air plane mod e)

Only discon nects sp ecific 
iface

Connects/ reconnects 
specific i face

sudo ip link se t <iface > down/up
Examp le: sudo ip link set wlan0 
down.   sudo ip link set wlan0 up

Full raw scan of nearby W i-Fi 
networks.

sudo rfkill block wifi

sudo rfkill unbloc k wifi

sudo rfkill block all

sudo rfkill unbloc k a ll

So ft-blocks (disables) all Wi-
Fi radio s at the kern el lev el.

So ft-unb locks (enables) all 
Wi-Fi radio s at the kern el 
level.

So ft-blocks all r adios (Wi-Fi + 
Blueto oth).

So ft-unb locks all radios.(Wi-
Fi + Bluetooth

Monitor Mode (analysis)
Setting into monitor mode:
sudo ip link se t <iface> down
sudo iw <iface> set monitor
sudo ip link se t <iface> up
         

Returning to managed mode:
sudo ip link se t <iface> down
sudo iw <iface> set type m anaged
sudo ip link se t <iface> up

Setting into monitor mode:
sudo airmon-ng start  <iface> 

Returning to managed mode
Sudo airmon-ng stop <iface>

Mu st have aircrack-ng 
installed. airmo n-ng will 
change the interface name to 
<iface>mon. 
Wh en returnin g to managed 
mode, the <iface> needs to 
be the mon inter face. 
Examp le: wlan0mon

Setting into monitor mode:
sudo ip link se t <iface> down
sudo iw config <iface> 
mode monitor
sudo ip link se t <iface> up

Returning to managed mode:
sudo ip link se t <iface> down
sudo iw <iface> set type m anaged
sudo ip link se t <iface> up

Debian Distributions Linux CLI 
Wi-Fi commands cheat sheet
Version: 1.0



Connect to a personal network (WPA2 and above)
nm cli device wifi connec t "SSID_Na me" password "your_passw ord" iface <iface>

nm cli device wifi connec t "SSID" password "pass" hidden yes

Broadcasted SSID

Hidden SSID

Connect to an enterprise network (WPA2 and above)
nm cli device wifi connec t "SSID" password "yourpassword" wifi-sec.key-mgm t 
wpa-eap 802-1x.eap peap 802-1x.pha se 2-auth mschapv2 802-1x.identity 
"yourusername@ domain.com"

nm cli device wifi connec t "SSID" wifi-sec.key-mgm t wpa-eap 802-1x.eap ttlspap 
802-1x.identity "use rnam e" 802-1x.password "pa ssword"

nm cli device wifi connec t "SSID" wifi-sec.key-mgm t wpa-eap 802-1x.eap tls 802-
1x.identity "use rnam e" 802-1x.client-cert ~/c lient.c rt 802-1x.private-key 
~/client.key 802-1x.private-key-passw ord "keypa ss"

nm cli dev wifi con "eduroam" wifi-sec.key-mgm t wpa-eap 802-1x.eap peap 802-
1x.pha se 2-auth mschapv2 802-1x.identity "user@university.e du" 802-
1x.anonym ous-identity "anonymous@university.e du" 802-1x.password 
"yourpassword"

PE AP + MSCHAPv2

TTLS + PAP

TLS (Client Certificate)

PE AP with anon ymous identity. Example: edur oam.

Disconnect or forget a network
nm cli device disconnect  <iface>

nm cli connec tion down id "SSID_NAME"

Disconnects the Wi-Fi interface from whatever network i t’s 
connected to.

Disconnects only  th at specific connection, without affecting 
other s.

nm cli connec tion | grep wifi | a wk '{print  $1} ' | xargs -n 1 nm cli connec tion delete 
id 

Deletes all save d Wi-Fi c onnections. Use  c aref ully — it’s 
irreve rsible via CLI

Notes: 
• Disconnec t vs Forget:
• disconnect → stops cu rrent connection , but pr ofile is saved.
• delete / fo rget → removes saved credentials so the sy stem won’t auto -connect.
• If yo u have multiple interfaces, specify the inter face for disconnecting:
• For Enterprise ne tworks, fo rgettin g the profile also removes cer tificates or saved credentials stored by Netwo rkManager.
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